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Recording with Avaya Aura™ Communication Manager
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I Issuel.0

Abstract

TheseApplication Noes de<ribe the configuration seps required for the OAISYS Tracer
trunk siderearding application to interoperate with Avaya Aura™ Communication Mareger
and Avaya Aura™ Application Ereblement Services. OAISYS Tracer utilizes a @ssve trunk
tap on arDM trunk to record inbound and outhand cdls over that trunk. OAISY S Tracer
interfaces with AvayaAura™ Communication Marager viaAvaya Aura'” Application

Enablement Services, usingT SAPI to assaiate recordings with imporiant data, such as agent
extensiondDs, obtaird from CTI events.

Information in theseApplicaion Notes has been obtaired through compiance testhg and
additional technical discussons. Testing was conducted via the DevConned Program at the
Avaya Solution andinteroperability Test Lab.
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1. Introduction

TheseApplication Noes describe the configuration seps required for the OAISYS Tracer trunk
siderearding application tointeroperate with Avaya Aura™ Conmunication Mareger and
Avaya Aura™ Application Ereblement Services. OAISYS Tracer utilizes a mssve trunk iap
onaTDM trunk to ecord inbound and outbourgHis ower that trunk. QAISY S Tracer
interfaces with Avaya Aura™ Communication Marager via Avaya Aura™ Application
Enablement Services, ushng TSAPI to assocéte recordings with important data, such as agent
extensiondDs, obtaired from CT1 events.

1.1. Interoperability Compliance Testing
Theinteroperability compliance teging includedboth feature and serviceability testing.

Thefeaturetesting focused on \erifying OAISYS Tracer could properly record, log, and
playbad variouscdls includng: inbound/otbound trunkgdls, andcdls involving basic
telephany features (sich as hdd, mue, transfer, and conference).

Theseaviceaility testng focusedon verifying OAISYS Tracer could prgoerly recover from
adverseconditions,such as buwsying outthe CTI link, disconreding the Ethernet cable from the
three savers (OAISYS Tracer, Communication Mareger, and Application Enablement
Services), and power failures of thethree servers.
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1.2. Support
Tedhnical suppat for OAISYS Tracer can beobtained tirough thefollowing:

1 Web: http://www.oaisys.com/technicd suppat.aspx
M1 Phone: 1-888-496-9040
1 Email: support@aisys.com

2. Reference Configuration

Figure 1 illustrates theconfiguration uged duing compiance testing as described in these
Application Noes. QAISYS Trace was canfigured to passiviy tap thelSDN/PRI trunk from
theenterprise steto thesimulated PSTN.
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Figure 1: OAI SYS Tracer with Avaya Aura' " Communication Manager and Avaya
Aura™ Application Enablement Services
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3. Equipment and Software Validated

Thefollowing equipment and software were usedfor the @mple configuration proviced:

Equipment

Softwar e

Avaya S8300D Sever with an Avaya G450
MediaGateway

AvayaAura™ Communicaion Mareger 6.0,
R016¢.00.0.345.0, Upate 18444
(Avaya Aura™ SystemPlatform: 6.0.1.05)

AvayaAura™ System Platform : 6.0.1.0.5

Avaya S8800Server AvayaAura™ System Manager : 6.0.7.0
AvayaAura™ System Platform : 6.0.1.0.5
Avaya S8800Server AvayaAura™ Sesson Mareger
6.0.0.0.600020
™ P
Avaya S8500BSaver Avaya Aura " Application Erablement

Services 5.2.2

Avaya 9600Series IP Telephores:
1 H.323
1 SIP

3.1.1
2.6

Avaya 2400Series Digital Telephores

Avaya 6200Series Ardlog Telephores

OAISYS Recording Server

6.1(runningonaWindow 7PC)
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4. Configure Avaya Aura™ Communication Manager

Thedetailedadministration of Communication Mareger conrectivity to Application Ereblement
Services, andrunk administration, is notthefocus of these Application Notes, and will not be
described here. For details regarding that sgcific administration, refer to the apprapriate
documentationlisted in Sedion 10.

Thissedion povides theprocedures to dothefollowing:

1 Verify Communication Mareger License
9 AdministerCT]I link for TSAPI Service
9 Savetranslatons

4.1. Verify Communication Manager License

Log into theSystem Access Termina (SAT) to verify that the Communication Mareger license
has proger permissions forfeaures illustrated in thesé\pplication Noes. Usethefidispay
systemparameers cusbmeroptio n sotmmandto verify that theComputer Telephony
Adjunct Linksis setto flyo on Page 3. If this optionis not set ta@iyo, thencontact the Avaya
sales eam or businessaptner for aproper licensefile.

display  system - parameters customer - options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net? y
ARS/AAR Dialing without FAC? n DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y

Attendant ~ Vectoring? y

(NOTE: You must logoff & login to effect the permission changes.)
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4.2. Administer CTI Link for TSAPI Service

AddaCTlI link usingthefi éd cti-lin k combnand, where fin d@s anavailable CTI link numbe.
Enter an available extension nmber in theExtension field. Enter FADJ-1POin the Typefield,
and adescriptive name intheName field (optiorel). Default values nay be usedin the
remaining fields. Submit thesechanges.

add cti -link1 Page 1 of 3
CTl LINK
CTI Link: 1
Extension: 55001
Type: ADJ IP
COR: 1

Name: TSAPI link to AES

4.3. Save Avaya AuraE Communication Manager Provisioning
Enter thesavetranslation command tomake the changes permanent.
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5. Configure Avaya Application Enablement Services

Thedetailedadministration of connedivity between Application Ereblement Services and
Communication Mareger is notthefocus of these Application Notes andwill not be described
here. For details regarding thatspecific administration, refer to theapprapriate daumengtion
listed inSedion 10.

Thissedion povides theprocedures to dothefollowing:

1 Verify Application Erablement Services license
1 AdministerTSAPI link

9 AdministerDevices

1 AdministerDevice Groups

1 AdministerOAISYS user

9 Edit CTI User

9 Restat TSAPI service

9 Obtain Tlink Name
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5.1. Verify Avaya Application Enablement Services License

Accessthe AES OAM web based interface by usngthe URL fhttps//ip-addres s 0Oan Internet
browser window, wherefip-addres s 0 P sddresshoétheAES sever. Click thefiConinueto

Logi no | i nk). Thelmdin ssebnaswlispayed as shown below.Log in using
appragoriate credentials.
AVAYA Application Enablement Services

Management Console

Please login here:
Username

Password

© 2009 Avaya, Inc. All Rights Reserved.
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TheWelcometo OAM screen is dispayed, as stown below. Select AE Seavices fromtheleft
pane.

Welcome: User craft

H 1 i st login: t 19 14:30:
AVAYA Application Enablement Services Lakk aglh, 11Ot 19 CERES

Management Console Server Offer Type: TURNKEY
SW Version: r5 105-0

Home Home | Help | Logo

AE Services

Communication Manager
’ Interface Welcome to OAM

Licensing

2010 from 10.64.21.9
1.125

The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the

Maintenance AE Server. OAM spans the following administrative domains:

Networking

AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.
Communication Manager Interface - Use Communication Manager Interface to manage switch connection and
dialplan.

Licensing - Use Licensing to manage the license server.

Maintenance - Use Maintenance to manage the routine maintenance tasks.

Networking - Use Networking to manage the network interfaces and ports.

Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,
configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.

Status - Use Status to obtain server status infomations.

User Mar - Use User Mar to manage AE Services users and AE Services user-related
resources.

Utilities - Use Utilities to carry out basic connectivity tests.

Help - Use Help to obtain a few tips for using the OAM Help system

Security
Status

User Management

Depending on your business requirements, these administrative domains can be served by one administrator for both
domains, or a separate administrator for each domain.

© 2009 Avaya, Inc. All Rights Reserved.
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TheAE Services screen is displayed next. Verify that Application EreblementServicesis
licensedfor the TSAPI and DMCC Services, as shown in the sreen below (License Male =
NORMAL MODE). If the TSAPI and DMCCservices are notlicensed,contact the Avaya saks
team orbusiress patner for a proper licensefile.

AVAyA Application Enablement Services

Management Console

AE Services Home | Help | Logout

CVLAN

AE Services
DLG
DMCC
SMS
TSAPI IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.
Communication Manager
Interface senvice " JStatus__Istate JuicenseMode _Jcouser |
» Licensing ASAT Link Manager N/A Running N/A N/A
» Maintenance CVLAN Service ONLINE Running NORMAL MODE N/A
» Networking DLG Service ONLINE Running NORMAL MODE N/A
» Security DMCC Service ONLINE Running NORMAL MODE N/A
TSAPI Service ONLINE Running NORMAL MODE N/A
» Status
Transport Layer Service N/A Running N/A N/A
» User Management
) Utilities For status on actual services, please use Status and Control
» Help * — For more detail, please mouse over the Cause, you'l see the tooltip, or go to help page.

License Information
*You are licensed to run Application Enablement (CTI) version 5.0

© 2009 Avaya, Inc. All Rights Reserved.
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5.2. Administer TSAPI Link

Toadminister aTSAPI link, slect AE ServicesA TSAPI A TSAPI Linksfromtheleft pare.
TheTSAPI Linksscreen is dispayed, as showrbelow. Click Add Link buton.

Welcome: User craft

AVAYA Application Enablement Services Lasstlcg.rv: Tue Oct 19 14:30:32 301c from 10.64.21.9

Management Console

AE Services | TSAPI | TSAPI Link Home | Help | Logout

CVLAN i
TSAPI Links

DLG
S
SMS ® 2 G650 1 4 Unencrypted
TSAPI

. Q3 G430 1 4 Unencrypted
= TSAPI Links
= TSAPI Properties [_Add Link ] [_Edit Link ] [_Delete Link ]

Communication Manager
Interface

» Licensing

» Maintenance

» Networking

» Security

» Status

» User Management
» Utilities

» Help

© 2009 Avaya, Inc. All Rights Reserved.

MJH; Reviewed: Solution & Interoperability TestLab Application Notes 11 of 35
SPOC 11/16/2010 ©2010 Avaya Inc. All Rights Reseved. OAISYS-TS_AES



TheAdd TSAPI Linksscreen is dispayed next. TheLink field may beset to any available
numbe. For Switch Connedion, sekd therelevant switchconredion from thedropdown list.
In this case, theexisting switch connedion iiG4500 is selected. For Switch CTI Link Number,
select the CTI link numberconfigured in Sedion 4.2 Click on Apply Changes.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Link Home | Help | Logout
cvLan Add TSAPI Links
DLG
DMCC Link 1 v
SMS Switch Connection .G450 v
TSAPI Switch CTI Link Number 1+
= TSAPI Links ASALI Link Version 4 v

= TSAPI Properties

Communication Manager
Interface I Apply Changes ” Cancel Changes ]

» Licensing

Security | Unencrypted ¥

» Maintenance

» Networking

» Security

» Status

» User Management

» Utilities

» Help

© 2009 Avaya, Inc. All Rights Reserved.
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TheApply Changes to Link screen is dispayed. Click onApply.

Welcome: User craft

1 1 1 Last login: Tue Oct 19 14:30:32 2010 from 10.64.21.9
AVAyA Appllcatlon Enablement serv.ces HastNagmnE_‘I;:ea'AESbur‘d:Ed’1;.‘6-:21.12;”1

Management Console rer Offer Type: TURNKEY
rsion: r5-2-2-105-0

AE Services | TSAPI | TSAPI Link Home | Help | Logout|

CVLAN

Apply Changes to Link
DLG
pDMCC Warning! Are you sure you want tc apply the changes?
These changes can only take effect when the TSAPI server restarts.
SMS Please use the Maintenance -> Service Controller page to restart the TSAPI server.
TSAPI

= TSAPI Links

= TSAPI Properties

Communication Manager
Interface

Licensing

Maintenance
Networking

Security
Status

User Management
Utilities
Help

© 2009 Avaya, Inc. All Rights Reserved.
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5.3. Administer Devices

Configure devices to be monitored by OAISYS Tracer by navigating to Security A Seaurity
DatabaseA Devices. Enteradevice extensionin thetext box and click Add Device.

AVAYA

» AE Services

Communication Manager
Interface

» Licensing

» Maintenance

» Networking

~ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
PAM
Security Database
= Control
@ CTI Users
= Devices
= Device Groups
= Tlinks
= Tlink Groups
= Worktops
Standard Reserved Ports
Tripwire Properties

» Status

» User Management

» Utilities

» Help

Application Enablement Services

Devices

53001

Management Console

® 53002 Any
O s3003 Any
O s3004 Any
O s3021 Any
O s3101 Any
O s3102 Any
O s3s01 Any
© 54001 Any
I Edit Device I [ Delete Device

© 2009 Avaya, Inc. All Rights Reserved.

PHONE

PHONE

PHONE

VDN

PHONE

PHONE

ACD

AGENT ID

Welcome: User craft

om 10.64.21.9
5

Security | Security Database | Devices Home | Help | Logout

Devicer [ Wlink Group Devicevee —— Jiocation |

Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere

Anywhere
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Select theappragpriate L ocation, Device Type, and Tlink Groupfor the configuration. Click

Apply Changes.

AVAYA

» AE Services

Communication Manager
Interface

» Licensing

» Maintenance

» Networking

¥ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
PAM
Security Database
Control
CTI Users
Devices
Device Groups
Tlinks
Tlink Groups
Worktops
Standard Reserved Ports

N

Tripwire Properties
» Status
» User Management

» Utilities

» Help

Application Enablement Services

Management Console

Security | Security Database | Devices Home | Help | Logout

Add Device
Device ID 53001
Location Anywhere

Device Type | PHONE M|
Tlink Group :Any v

[ Apply Changes ][ Cancel Changes |

© 2009 Avaya, Inc. All Rights Reserved.
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A warning screen will appea. Click Apply.

Application Enablement Services
Management Console

atabase | Devices

» AE Services

Communication Manager

Interface
» Licensing

» Maintenance

» Networking

¥ Security

Apply Changes to Device Properties

Warning! Are you sure you want to apply the changes?

Welcome: User craft
Last login: Tue Oct 19 1
HostName/IP: AESbundle
Server Offer Type: TURNKEY
SW Version: r5- 05

2010 from 10.64.21.9

Home | Help | Logout

Account Management
Audit
Certificate Management

Enterprise Directory

Host AA

PAM

Security Database
= Control

@ CTIUsers

= Devices

= Device Groups

= Tlinks

= Tlink Groups

= Worktops

Standard Reserved Ports

Tripwire Properties
» Status
» User Management

» Utilities

» Help

© 2009 Avaya, Inc. All Rights Reserved.
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5.4. Administer Device Groups

Configure a Device Group for OAISYS Tracer to ue. Thedevice groupshould congin all of
the cevices that QAISYS Tracer can montor. Navigate toSecurity A Seaurity DatabaseA
Device Groups. Ener a cevice groupname in thetext box and click Add Device Group.

10 from 10.64.21.9

AVAYA Application Enablement Services

Management Console

Security | Security Database | Device Groups Home | Help | Logout

» AE Services
R Communication Manager R
Interface Device Groups

» Licensing
» Maintenance OQAISYS Devices Add Device Group
» Networking
v Security ® OAISYS Devices N

Account Management

[___Edit Device Group ][ Delete Device Group |
Audit

Certificate Management
Enterprise Directory
Host AA
PAM
Security Database
= Control
@ CTI Users
= Devices
= Device Groups
= Tlinks
= Tlink Groups
= Worktops
Standard Reserved Ports
Tripwire Properties
) Status
» User Management

» Utilities

» Help

© 2009 Avaya, Inc. All Rights Reserved.
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Select all of thedevices that AISYS Tracer shauld beable to moritor. Note: Tracer will only
monitor devices seéded on thspage. dick Apply Changes.

AVAYA

» AE Services

Communication Manager
Interface

» Licensing
» Maintenance

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

@ CTI Users

= Devices

= Device Groups

= Tlinks

= Tlink Groups

= Worktops

Tripwire Properties
» Status
» User Management

» Utilities

» Help

Device Group

[ Apply Changes

Standard Reserved Ports

Application Enablement Services

Management Console

Security | Security Database | Device Groups Home | Help | Logout

Add Device Group

OAISYS Devices

Exception Group []
Devices

53001
53002
53003
53004
53021
53101
53102
53501
54001

Welcome: User craft

Last login: Tue 19 14:30:32 2010 from 10.64.21.9
ostName/IP: AESbundled/10.64.21.125

Server Offer Type: TURNKEY

SW Version: r5-2-2-105-0

] [ Select Al ] [_Deselect All_] [__Cancel Changes

]

© 2009 Avaya, Inc. All Rights Reserved.
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5.5. Administer OAISYS User

Administerauseracoount for OAISYS Tracer. Sdect User Management A User Admin

A Add User fromtheleft pane. TheéA\dd User screen is dispayed, as slown below. Enter
descriptive valuesfor the User 1d, Common Name, and Surname. Enterapprapriate values for
theUser Passvord and Confirm Passvord fields. Retain the @fault value of fiNoneo for
Avaya Role, and sled iYes @&rom theCT User drop down Ist. Click onApply at thebottom
of the green (not shown).
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